@ TotalHeal Datasheet - 27 October 2026

TotalHeal

CyberAware

Security Awareness Training

Short security courses for every employee, with signed certificates and reports
for auditors. Phishing simulation coming.

Cloud (SaaS) On-premises Air-gapped

The challenge

L . Status Available
Most incidents involve a person: a shared OTP, a reused
password, a UPI collect request approved by mistake, a lost Deploys as Cloud (SaaS) - On-premises
phone reported days late. Auditors expect organisations to train * Air-gapped
staff and keep evidence of it. RUNS on Learner portal
The answer Priced per Employee per year
Courses of 5 to 10 minutes that work on a phone, assigned

Trial 30 days

by department with due dates and reminders, with signed
certificates and a compliance report. Training only in Licence Sold on its own; one

this release. TotalHeal console

Supported platforms

. . . . - P
Py Android oS iPhone, iPad Windows macOS

-
ny browser
w y 8.0 and later ! Apple MDM 10/11 (x64) 11 and later

How it works

o 2] © o ©

Verify Import Assign Learn Report

Prove each e-mail Upload employees with ~ Courses to everyone, Employees open Signed certificates and a
domain with a DNS TXT  e-mail, name and departments or people,  courses from an e-mail  compliance report for
record. department. with due dates. link, no account needed. auditors.
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Reference architecture

Your organisation TotalHeal cloud (India region) Verification
Learning

Course library
six built-in courses, 5-10 min, quizzes

. Passwords + 2FA UPI Browsing DPDP CERT-In N
Administrators ——— verify domain

HR, compliance, security import — N

TotalHeal console . S
/ Course editor ~4 YourDNS -
. text, images, video, quizzes (Enterprise) TXT record per e-mail domain

. assign
Employee list /BN
CSV: e-mail, name, department Your mail servers

e-mail link Assignments ‘ smTP » ir mail servers,
everyone, departments, people; reminders receive links and reminders

Learners
5 Public check page
Employees S CEICE - —> anyone can verify a certificate
phone or computer, light or dark verify

Signed certificates
English Hindi per completed course

Reports
department, course, person, monthly trend

Compliance report

TotalHeal platform, shared by every product
Single sign-on Roles and approvals Tamper -evident audit Tenant isolation Incidents and ATT&CK
Sttiz account with MFA; step-up Role-based access, four-eyes Hash-chained trail with a Each organisation’s data One incident model, MITRE ATT&CK
code for sensitive actions approvals; Al never approves verifiable export separated on every route mapping
SIEM forwarding Ticketing and chat Threat intelligence Al Copilot Deployment choice
Splunk HEC, Microsoft Sentinel, Jira, ServiceNow, Slack, MISP and OpenCTl feeds, indicator Plain-language questions over India-region SaasS; on-premises
Elastic, syslog, webhook Microsoft Teams look-ups your data; people approve and air-gapped kit
D TotalHeal component Your environment . TotalHeal cloud or edge Third party — Data - == Control, optional or on approval

Employees open courses from an e-mail link on any device; mail goes only to verified domains; certificates verify on a public page.

Key capabilities

) Six built-in courses o e E|.19I.ish a.nd Hindi _
Passwords and two-step sign-in, UPI and payment Hindi versions of the passwords, UPI and mobile
safety, safe browsing, personal data under the safety courses; more languages can be written in
DPDP Act, reporting incidents within the CERT-In the course editor.
window, and mobile safety — each 5 to 10 minutes
with a quiz.

o Your own courses (Enterprise) <c; Assighments and reminders
A course editor with forms only — text, images, your Assign courses to everyone, to departments or to
own videos and quizzes — and duplicating built-in named people with a due date; reminders before the
courses to adapt them. due date and once when overdue.

<c; E-mail only to your verified domains oy Learner portal

y Sign-in links and reminders go only to your a Employees open their courses from an e-mail link —
employees at domains you have proved you own no account or password — on a phone or computer,
with a DNS record. Nothing is sent anywhere else. in light or dark.

50; Signed certificates Bl Reports for auditors
A certificate of completion for every finished Completion by department, course and person, a
course, signed by TotalHeal CyberAware, with a monthly trend and a downloadable compliance
public page to check that it is genuine. report listing the training evidence auditors

commonly ask for. No official logos are used.
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In the console

Q Search anything

o o

@ 2. Add people

Verify
domain

|devices, users, apps, policies, vulnerabilities, serial,

TotaIHeaI

Products & Apps * Training CyberAware View Help

OC Center
& Video Wall [F) Assign courses
|~ Reports
)] XDR
Next steps
] EDR

% Network
Secure Access

+= Setup TotalHeal CyberAware

Identity =

eps make it useful
Privileged Access
Verify your e-mail di

O Manual step — no

A Email 1

all
5 Cloud

Add your employees

O Manual step — not tracked automatically

CyberAware v 2

Overview
Assign courses

O Manual step — not tracked automatical

People 3

< CyberAware

Security awareness training for every employee

Applications Employees Covered by training
6 ]
o UEM
0 100% of employees
Vulnerabilities
Setup

curity Graph
£ verity your e-mail domain

-
EEES 1 verified domain 6 pe

TotalHeal Al

& Completions per month

P, CVE, et ® K

@ Add your employees

Acme Proof Pvt Ltd
&

Priya Sharma -
Enterprise - Dev mock

88 Gustorme s

#* Al Copilot

©

£  Trial- 30 days left TotalHeal trial — 30 days left (ends 24 Nov 2026). Subscribe to keep your devices protected after the trial. £ Activate key B3 Contact sales X

Doit »
Doit

Doit »

Assignments Reports Settings @ Learner portal

Course completion Overdue Certificates

5% 0 1

of 20 assigned

€9 Assign courses

2, By department

The CyberAware overview in the TotalHeal console (demo organisation). Real screenshot, demo data.

Deployment options

=
(o |
Cloud (SaaS) On-premises
Available Available

Training only; phishing simulation is
not included yet.

System requirements

Protected platforms

= Android Operating system
V) Any browser “ 8.0 and later
oS iPhone, iPad Windows Debian 11 / 12
Apple MDM 10/ 11 (x64)
Processor
2 macOS
11 and later

Memory

With your own mail and DNS servers.

On-premises server

RHEL, Rocky Linux or AlmaLinux 8 /
9; Ubuntu 20.04, 22.04 or 24.04;

©

Air-gapped
Available

With your own mail and DNS servers.

Network and access
e A DNS TXT record for each e-mail
domain of your employees

e Alist of employees (CSV with e-
mail, name and department)

Alerts and tickets to

4 vCPU (tested configuration)

8 GB recommended (6 GB minimum)

Disk

10 GB free for software, releases
and backups, plus data
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Sign-in 111 Jira @ ServiceNow
Active Directory / LDAP, SAML 2.0

or OpenlID Connect

o .
ﬁ'-’ Slack -I\Ifllcrosoft
Software ° eams
Nothing to pre-install: no container
runtime, database, web server or
Java
g oo
N AR RENC
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Technical specifications

Features Included

Six built-in courses @ Included
English and Hindi @ Included
Your own courses (Enterprise) @ Included
Assignments and reminders @ Included
E -mail only to your verified @ Included
domains

Learner portal @ Included
Signed certificates @ Included
Reports for auditors @ Included

Availability by edition Business Enterprise

Built-in courses, assighments, @ Included @ Included
reminders, learner portal,

certificates, reports and

compliance report

Your own courses (images, @ Included
video, quizzes), duplicating
built-in courses

API access with service @ Included
accounts
Phishing simulation Roadmap Roadmap

Platforms and coverage

Learner portal Any modern browser on a phone or computer

Console TotalHeal web console

Deployment options

SaaS$ (India) Available
Training only; phishing simulation is not included yet.

On-premises / air-gapped Available
With your own mail and DNS servers.

Priced per Employee per year
Counted Active employees in the training programme
Trial 30 days

TotalHeal CyberAware datasheet - totalhealsecurity.com 5/6



Government profile Government is a profile, not a separate tier or price list: the Enterprise tier with
Government defaults switched on — data residency in India, four-eyes approval of
policy changes, a distinct approver for every approval-level action, retention of at
least 180 days, and the CERT-In and DPDP reporting clocks.

Procurement dossier Compliance matrix, bill of materials, architecture and hardening, SLA and OEM
authorisation letter, on request

On-premises server

Operating system RHEL, Rocky Linux or AlmaLinux 8 / 9; Ubuntu 20.04, 22.04 or 24.04; Debian 11/
12
Processor 4 vCPU (tested configuration)
Memory 8 GB recommended (6 GB minimum)
Disk 10 GB free for software, releases and backups, plus data
Sign-in Active Directory / LDAP, SAML 2.0 or OpenID Connect
Software Nothing to pre-install: no container runtime, database, web server or Java
Requirement 1 A DNS TXT record for each e-mail domain of your employees
Requirement 2 A list of employees (CSV with e-mail, name and department)
Get started Freaquer Corporation Pvt Ltd
30 days trial in the TotalHeal console. Quotes and the procurement totalhealsecurity.com/products/security -awareness -
dossier (compliance matrix, bill of materials, architecture and hardening, whitepaper:
SLA, OEM authorisation letter): business@totalhealsecurity.com totalhealsecurity.com/datasheets/totalheal - security -

awareness - whitepaper.pdf

No third - party certification is claimed. Figures are from our own tests where stated, with their dates. Specifications can change; this datasheet is
dated 27 October 2026.
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